THE LIBRARY 

OF CONGRESS 



IRAN’S MINISTRY OF INTELLIGENCE AND 
SECURITY: A PROFILE 



A Report Prepared by the Federal Research Division, 
Library of Congress 

under an Interagency Agreement with the 
Combating Terrorism Technical Support Office’s 
Irregular Warfare Support Program 

December 2012 



Federal Research Division 
Library of Congress 
Washington, D.C. 20540-4840 

Tel: 202-707-3900 

Fax: 202-707-3920 

E-Mail: frds@ioc.gov 

Homepage: http://www.loc.gov/rr/frd/ 



★ 64 Years of Service to the Federal Government ★ 
1948-2012 




Library of Congress - Federal Research Division 



Iran’s Ministry of Intelligence and Security: A Profile 



PREFACE 

This report presents an overview of Iran’s Ministry of Intelligence and Security and 
attempts to provide an inclusive assessment of the organization, including characteristics such as 
its history and development, organizational structure, and recruitment. 

The information in this report was collected mainly from Farsi and English journals, 
online news Web sites, and Iranian blogs. In conducting this analysis, an effort has been made to 
ensure the reliability of the information by comparing and contrasting all information across 
multiple sources. However, because of the secretive nature of the organization and its operations, 
information about the ministry is difficult to locate and evaluate. 

Because of the extreme degree of control of the media and news by the government of the 
Islamic Republic of Iran, Iranians have to depend on alternative sources such as blogs to receive 
daily news. For example, in 2005 Iran had the third-largest number of bloggers in the world after 
the United States and China, an indication of the importance of the communication and 
dissemination of news through blogs and social media. Needless to say, the Ministry of 
Intelligence and Security does not publish information about its activities on Iranian Web sites. 
Consequently, in the absence of official government information, this report occasionally relies 
on social media, in particular blogs, as a source of information more than might ordinarily be 
warranted. The reliability of blog-based information may be questionable at times, but it seems 
prudent to evaluate and present it in the absence of alternatives. 

In view of the secrecy that surrounds the ministry, many aspects of its organization, 
leadership, and activities are poorly understood. The role of the ministry outside of Iran and its 
cooperation with the Quds Force are topics that merit more careful study. In addition, knowledge 
of the ministry’s cyber capabilities would give better insight into Iran’s possible intentions in a 
cyber war. 

As noted above, this report relies extensively on sources in Farsi. For the convenience of 
the reader, the bibliography and footnotes list those sources with English translations of their 
titles first, followed by the original Farsi titles in brackets. The Web addresses presented in the 
report were current as of November 2012. 
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1. EXECUTIVE SUMMARY 

• The Ministry of Intelligence and Security (MOIS) uses all means at its disposal to protect 
the Islamic Revolution of Iran, utilizing such methods as infiltrating internal opposition 
groups, monitoring domestic threats and expatriate dissent, arresting alleged spies and 
dissidents, exposing conspiracies deemed threatening, and maintaining liaison with other 
foreign intelligence agencies as well as with organizations that protect the Islamic 
Republic’s interests around the world. 

• Although Islamist hard-liners in Iran are in charge of the ministry under the guidance of 
Supreme Leader Ayatollah Ali Khamenei, the organization encompasses a mixture of 
political ideologies. 

• Every minister of intelligence must hold a degree in ijtihad (the ability to interpret 
Islamic sources such as the Quran and the words of the Prophet and imams) from a 
religious school, abstain from membership in any political party or group, have a 
reputation for personal integrity, and possess a strong political and management 
background. 

• According to Iran’s constitution, all organizations must share infonnation with the 
Ministry of Intelligence and Security. The ministry oversees all covert operations. It 
usually executes internal operations itself, but the Quds Force of the Islamic 
Revolutionary Guards Corps for the most part handles extraterritorial operations such as 
sabotage, assassinations, and espionage. Although the Quds Force operates 
independently, it shares the infonnation it collects with MOIS. 

• The Iranian government considers Mojahedin-e-Khalq to be the organization that most 
threatens the Islamic Republic of Iran. One of the main responsibilities of the Ministry of 
Intelligence and Security is to conduct covert operations against Mojahedin-e-Khalq and 
to identify and eliminate its members. Other Iranian dissidents also fall under the 
ministry’s jurisdiction. 

• The ministry has a Department of Disinformation, which is in charge of creating and 
waging psychological warfare against the enemies of the Islamic Republic. 

• Iran’s ability to collect covert infonnation is limited; specifically, its signals intelligence 
capability represents only a limited threat because it is still under development. 

• Even though Iran has created a well-equipped counterintelligence system to protect its 
nuclear program, it appears that other countries’ operatives still succeed in infiltrating the 
system, as well as some other parts of Iran’s intelligence apparatus. 
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2. GROUP NAMES AND ALIASES 

The Iranian intelligence service is called the Ministry of Intelligence and Security (MOIS), or 
Vezarat-e Ettela'at va Ainniat-e Keshvar (VEVAK) in Farsi. MOIS agents are known as 
“Unknown Soldiers of Imam Zaman,” the name that Ayatollah Khomeini gave them. 




Previous MOIS Emblem 
Source: http://www. 
iranfocus.com 



Current MOIS Emblem 
Source: http://cyber- 
army.blogfa.com 




The above left image has been the ministry’s emblem since its establishment. A graphic 
design of Allah (i.e., God) is located at the top. Below the Allah symbol are the words in Farsi 
for the Islamic Republic of Iran, and, on the bottom, the Ministry of Intelligence. The figure on 
the right shows the ministry’s possible new emblem, which has appeared during news programs 
on national television. It forms a star with eight comers (a polygon). In Islamic culture, a 
polygon is a religious symbol. Two las (la in Arabic means “no” or “not”) on the right and left 
side (stylized as pointed salients) are interpreted as “Neither East, nor West, Islamic Republic.” 
In the center of the star, an eye conveys the role of the ministry as a surveillant of the Islamic 
Republic of Iran. 



1 Twelver Shia Muslims believe that Imam Zaman (The Leader of the Age) was appointed by Allah to be the savior 
of mankind. Among his many other names, he is also known as “the Mahdi” (The Rightly Guided One). Iman 
Zaman is the Twelfth Imam in the succession of Islamic leaders of Shi’a Muslims. 

2 “Destruction of a Spy Network Linked to the CIA and Detention of 30 American Spies” [ j ^ 

(j* jJl*. 30 eiuib jL j <j], Fars News Agency [Tehran], May 21, 2011, http://www.farsnews.com/newstext. 

php?nn=90023 15207 (accessed March 20, 2012). Fars News is a semi-official news agency with ties to the Iranian 
government. 
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